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JURISDICTION OVER CYBERTORTS IN THE EU –
A COHERENT PICTURE?

The article analyses jurisdiction rules for civil and commercial tort cases in-
volving the use of the Internet (cybertorts). Since cybertorts have multiplied globally, 
determination of the appropriate forum in which to recover damages is of paramount 
importance. Brussels I Regulation (Recast) contains rules on general jurisdiction, 
which have largely been unproblematic and rules on special jurisdiction, which have 
been subject to intense interpretation in the Court of Justice of the European Union 
(CJEU).

The CJEU case law on special jurisdiction in cybertorts is divided into two 
groups: cases on violations of personality rights and cases on violation of intellec-
tual property rights. The author argues that both groups of cases have elements of 
internal coherence but that an overall “magic” formula for all cybertorts is neither 
possible nor desirable.
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1. INTRODUCTION

Electronic commerce plays an increasingly important role in Eu-
rope. The Ecommerce Europe report for 20141 emphasizes that e-com-
merce turnover for 2014 amounted to € 423.8 billion while e-commerce 
grew by 14.3% over the previous year. At the same time, non-commercial 
use of the Internet is also on the rise, with now 565 million people regu-
larly using the Internet in the EU. The unreleased potential for growth 

 * Associate Professor at the Copenhagen Business School, as.jur@cbs.dk.

 1 Western Europe B2C E-commerce Report 2014, available at http://www.ecom-
merce-europe.eu/home, 10.12.2015.
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is even higher, a fact regularly emphasized in policy documents dealing 
with the Internet.2

This increase in the general reliance on the Internet coupled with 
the growth in international electronic transactions also means an increase 
in cybertorts, which can be defined simply but accurately as torts commit-
ted on the Internet or with the use of the Internet. Since a large number of 
cybertorts have an international element, in that one or both parties or the 
place of delict involve at least two countries, the question of jurisdiction 
for civil cases also imposes itself.

That question arises because a) it may not be clear where the de-
fendant company is based or established for cases involving general ju-
risdiction and b) because the connecting factors allowing for special ju-
risdiction to operate are spread out over too many jurisdictions without 
it being clear which are substantial and which are tenuous. A defamatory 
statement may have been issued and published by multiple defendants or 
it may not be clear who issued it. A copyright or a trademark infringe-
ment may have taken place in some or all EU countries where a website 
is accessible. Identity thefts, virus attacks or hacking may involve sec-
ondary or tertiary defendants.

The purpose of this article is to explore the coherence of the current 
state of law in jurisdiction relating to cybertorts. In order to do this, we 
will look at the basic framework in the Brussels I Recast Regulation fol-
lowed by analysis of the case law of the Court of Justice of the European 
Union (CJEU) in this area. We will argue that, in spite of the absence of 
specific rules relating to cybertorts in the Regulation, the Court´s inter-
pretation provides the outline of a coherent framework. Although cyber-
torts can include many different categories (such as invasion of privacy, 
financial torts, violation of trade secrets, etc.), the CEJU has dealt with 
torts in four: defamation, violation of copyright, violation of trademark 
and the online use of databases. It is these four categories we will look 
at in this paper.

2. BRUSSELS I REGULATION (RECAST) AND CYBERTORTS

The EU has since 1968 had unified rules on jurisdiction. The 1968 
Brussels Convention on recognition and enforcement of judgments in 
civil and commercial matters3 had been replaced in 2001 with a Regu-
lation4 with the same scope. This regulation, in turn, was modified in 

 2 See European Commission, A Digital Single Market Strategy for Europe, Bru-
ssels, 6.5.2015 – COM(2015) 192 final.

 3 Consolidated version OJ, C 27, 26.1.1998, 1–27.

 4 Council Regulation 44/2001, OJ, L 12/1, 16.1.2001.
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2012 with the Brussels I Recast Regulation5 (the Regulation) and it is this 
instrument which contains the current rules on jurisdiction in civil and 
commercial matters. The Regulation does not contain special rules on 
jurisdiction relating to the Internet.6

The Brussels I Regulation contains a set of mandatory rules which 
determine jurisdiction in cases where the defendants are domiciled in a 
Member States of the European Union. The rules are mandatory in that a 
national judge does not have discretion not to apply them, provided the 
case falls within the scope of the Regulation. This has been defined in 
Article 1 as all civil and commercial matters irrespective of the nature 
of the court but subject to exceptions in paragraph 2 (e.g. arbitration). 
The rules of national law which apply to cases otherwise not covered by 
Brussels I Recast (because the matter is out of its scope) are referred to 
as residual jurisdiction.7

The main provision on jurisdiction (general jurisdiction) is Article 4 
which determines that defendants domiciled in a Member States must be 
sued in that state irrespective of their nationality. What matters here is the 
defendant’s domicile and not its nationality. Likewise, the nationality and 
domicile of the plaintiff do not matter. Thus a non-EU plaintiff (e.g. one 
from Japan or the USA) not only may sue according to Brussels I rules 
but must do so. Article 4(2) emphasizes that nationality does not matter 
and that persons who are not nationals but are domiciled in a Member 
State shall be treated in the same way as nationals. Thus a French na-
tional domiciled in Germany would have to be sued in Germany.

The Regulation allows the persons domiciled in a Member State to 
be sued in other Member States only if the conditions in section 2 to 8 
of the Regulation have been fulfilled (i.e. rules on special jurisdiction or 
jurisdiction agreements). If a person is not domiciled in an EU Member 
State, national law of each State applies to determine eventual jurisdic-
tion of the courts of that state. This means that residual jurisdiction rules 
will determine if such a defendant can be sued in that particular Member 
State. A company from the USA, for example, may be doing business in 
London without being domiciled there. Such a company cannot be sued 
under Brussels I rules but may be sued under residual rules on English 
jurisdiction.

Whether a person or a corporation is domiciled in a Member State 
is determined according to Articles 62 and 63. Article 62 applies to physi-
cal persons saying that, for each Member State, that state´s rules on domi-

 5 Regulation 1215/2012, OJ, L 351/1, 20.12.2012.

 6 Article 17(1)(c) is possibly an exception.

 7 See Arnaud Nuyts (ed.), Study on Residual Jurisdiction, General Report, 3 Sep-
tember 2007, available at http://ec.europa.eu/civiljustice/news/docs/study_residual_juris-
diction_en.pdf, 10.12.2015.
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cile shall be used to determine if the defendant is domiciled in that state 
irrespective of which court is seised. Article 63, instead of referring to 
Member States’ laws, provides a definition of corporate domicile, saying 
that it is the place of the company’s statutory seat, its central administra-
tion or its principal place of business. The conditions are given in the 
alternative and it is enough for one of them to be fulfilled. If several 
conditions of Article 63 exist in different states, all will be valid and the 
plaintiff’s discretion will determine which court will be seised first. In 
such cases, the Regulation’s rules on parallel proceedings and lis pendens 
(Article 29) would prevent multiple proceedings.

It is typical of large Internet-based companies (such as e-commerce 
portals, social media companies and streaming services) to be based out 
of the EU but to have operations in the EU. If such companies engage 
in cybertorts, action could be taken in the EU only if a suitable domi-
cile as per Article 63 could be found within the EU. If that is not the 
case, residual rules on jurisdiction may be used (e.g. jurisdiction based 
on service of process in England) and a judgment so obtained would still 
be able to be recognized under the Regulation’s rules on recognition and 
enforcement.8

The Regulation contains rules on special jurisdiction in Section 2. 
These rules are operational at the defendant’s discretion and only if gen-
eral jurisdiction already exists by virtue of Article 4 (because the defend-
ant is domiciled in a Member State). This means that the plaintiff has an 
option – either to sue the defendant in the place where such a defendant 
is domiciled (Article 4) or to sue according to Section 2. The purpose of 
special jurisdiction, as is clear from Recitals 16 and 17 to the Regulation, 
is to confer jurisdiction in cases where a close connection exists between 
the court and the action. As such, the jurisdiction is special in that it is an 
exception to the well-established conflicts rule that the plaintiff follows 
the defendant.9

One of the grounds for special jurisdiction is for delicts or quasi-
delicts. Article 7(2) provides that a person domiciled in a Member State 
may be sued in another Member State:

„in matters relating to tort, delict or quasi-delict, in the courts for 
the place where the harmful event occurred or may occur“.

 8 Brussels I Recast allows for judgment from other Member States to be recogni-
zed and enforced (Chapter III of the Regulation) according to a much simplified proce-
dure, irrespective of whether such judgment has been rendered under Brussels I rules or 
under residual rules.

 9 On interpreting Article 7 see Matthias Lehmann, Eva Lein, Pippa Rogerson, 
Marie Elodie Ancel, „Special Jurisdiction (Art. 7-9)“, The Brussels I Regulation Recast 
(eds. Andrew Dickinson, Eva Lein), Oxford University Press, Oxford 2015, Chapter 4.
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The change from the Brussels Convention 1968 is the addition of 
the words “may occur” which now cover threatened torts. The article 
does not throw a lot of light on what the place where the event occurs or 
may occur might be and the proper understanding of this article depends 
heavily on the Courts interpretation (which is discussed in the section 
below).

The CJEU case-law relating to the predecessor of Article 7(2) dates 
to 1976. In that year, the Court in the well-know Bier v Mines de Potasse 
case involving an environmental tort determined that the place where the 
harmful effect occurred is both the place of the event giving rise to the 
damage and the place where the damage produces its harmful effects. 
Damage, in this context, only includes direct damage.10

The importance of the Bier decision is in the extension of the ex-
ception to potentially large number of cases. Taking the most typical on-
line torts as example, those of defamation or infringement of intellectual 
property rights, is the event giving rise to the damage located in the place 
where the user posting the content is based, or in the place where the 
company owning the Internet service is established or in the state where 
the equipment (e.g. servers) used to transmit the message are located or 
in all of those places at once? Is the place where harmful effects are felt 
the place where the subject of the infringement is based, or where they 
have their real or financial interest, or the place where the Internet site is 
accessed, or where the poster intended the public to access the site? The 
answer to these questions depends on the proper interpretation of Article 
7(2).

3. CASE-LAW OF THE COURT OF JUSTICE

The key element of Article 7(2) is the “place where the harmful 
event occurred”. Due to the Court’s interpretation of this Article in Bier, 
this involves finding not only the place giving rise to the damage but also 
the place where the damage is located. If a single harmful event gives 
rise to damage in several states, the tort is subject to the Court’s “Mosaic 
theory” – an approach developed for print media publications but since 
extended to online publications. Since cases involving the Internet are 
multi-state torts by definition, the task in the latter is to locate the courts 
where the harmful event produced its effects. Essentially, the Court’s ap-
proach can be divided into two groups of cases: the personality rights vio-
lations and the cases involving violations of intellectual property rights. 

 10 C-220/88 Dumez France and Others v Hessische Landsbank and Others [1990] 
ECR I-49.
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These two groups provide conceptually very different solutions to the 
same problem.11

3.1. Defamation

The question concerning jurisdiction in defamation cases came into 
the public eye in the early 2000s, after courts in Australia12 and England13 
decided that publication of material on the Internet occurs, for the pur-
pose of defamation law, in the place where Internet users see the mate-
rial.14 This implied that merely accessing material on the web exposed 
posters to foreign courts. Civil liberties organizations argued at that point 
that the new practice of dragging the defendants to remote and unknown 
jurisdictions put freedom of speech in danger but cases of this type did 
not dramatically increase in number since. The present cases clarify the 
position in the EU.

Shevill case15 predates the Internet but serves as a basis for later in-
terpretations of Article 7(2) in all cases involving online publication and 
personality rights. In that case an allegedly defamatory article had been 
published in England in a newspaper that also had circulation in different 
EU states. It was ruled that:

“(…) the victim of a libel by a newspaper article distributed in sev-
eral Contracting States may bring an action for damages against 
the publisher either before the courts of the Contracting State of 
the place where the publisher of the defamatory publication is es-
tablished, which have jurisdiction to award damages for all the 
harm caused by the defamation, or before the courts of each Con-
tracting State in which the publication was distributed and where 
the victim claims to have suffered injury to his reputation, which 
have jurisdiction to rule solely in respect of the harm caused in the 
State of the court seised”.

The Court ruled that the place where the newspaper had been published 
is the place where the event giving rise to the damage occurred. That 
court had jurisdiction to award damages in respect of the whole claim. By 
contrast, courts where the harmful event occurred are each of the courts 
where the newspaper had circulation but those could only award damages 
relating to their own jurisdiction and only in proportion to circulation in 

 11 Bernhard Koch, “Cyber Torts: Something Virtually New?”, Journal of Europe-
an Tort Law 2/2014, 133–164.

 12 Gutnick v Dow Jones [2002] HCA 56.

 13 Harrods v Dow Jones [2003] EWHC 1162 (QB).

 14 More on the position in the UK and the USA in: Deborah Azar, “On Selecting 
Jurisdiction in Internet Defamation”, Dartmouth Law Journal 6/2008, 161.

 15 C-68/93 Shevill and Others v Press Alliance [1995] ECR I-415.
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that jurisdiction. The plaintiff could therefore choose to sue in a number 
of different EU states for their respective proportions of damage or sue in 
the place where the event occurred for whole damages.

The eDate Advertising and Martinez cases16 are joined cases con-
cerning violations of personality rights. The question referred the inter-
pretation of the words “the place where the harmful event occurred“ in 
cases involving infringements of personality rights on websites. This qu-
estion is essentially about whether mere presence of allegedly infringing 
content on the website triggers jurisdiction in terms of Article 7(2) or, in 
the alternative, whether such jurisdiction requires a special connection. 
The Court is also asked to draw guidelines as to what might constitute 
such a connection.

In 1993, a German national got convicted in Germany for assassi-
nating a well-known actor and was released on bail in 2008. eDate Ad-
vertising, an Austrian website, published information about the German 
national and his conditional release, whereupon he sued the said website 
in Germany requesting immediate withdrawal of the information. eDate 
argued that German courts lacked jurisdiction and that the matter ought 
to have been decided in Austria.

In the Martinez case, the British newspaper Sunday Mirror pu-
blished an article with a series of photographs alleging that the singer 
Kylie Minogue was dating Oliver Martinez and made further allegations 
regarding Mr. Oliver Martinez’s father, Robert Martinez. Oliver and Ro-
bert, both French nationals, commenced action against MGN Limited, 
proprietors of Sunday Mirror before Tribunal de Grand Instance in Paris. 
MGN contested jurisdiction, arguing that the cases needed to be heard in 
the UK, the place where the publisher was domiciled.

The questions the Court needed to answer related to Article 7(2) 
and its operation in cases involving defamation through the Internet. The 
main question was if a person alleging defamation on the Internet:

“(…) may also bring an action for an injunction against the opera-
tor of the website, irrespective of the Member State in which the 
operator is established, in the courts of any Member State in which 
the website may be accessed,
or
[is there a requirement that] there be a special connection between 
the contested content or the website and the State of the court 
seised (domestic connecting factor) going beyond technically pos-
sible accessibility”.

 16 C-509/09 eDate Advertising GmbH v X and Olivier Martinez, Robert Martinez 
v MGN Limited ECLI:EU:C:2011:685.
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If the latter, the Court is asked to resolve what criteria might deter-
mine such connection. In particular, the question is whether an objective 
connection between the publisher and the forum is necessary or a sim-
ple fact that “a collision of conflicting interests” occurred – those of the 
publisher and those of the allegedly defamed – would suffice. Since it is 
established case law in the EU that, in defamation actions, the “harmful 
event” occurs both in the place where the publication is distributed and in 
the place where the publisher is established,17 the present case essentially 
hangs on whether Shevill can be applied to electronic torts in general and 
to torts for violations of personality rights in particular.18

Advocate General Cruz Villalón suggests that any modification of 
Shevill needs to be technology neutral. In other words, a possible depar-
ture from or modification of the Shevill case needs to be adaptable to new 
technologies as distribution of news typically takes place both in the pa-
per and electronic form (in recent years also on many mobile platforms). 
The Advocate General argues that Shevill itself already has the attributes 
of a technology-neutral jurisprudence and that all that is required is for it 
to be reinterpreted in light of new technologies.19

The Advocate General suggests that, rather than be replaced or 
modified, the Shevill test needs to be supplemented with an additional 
category to the two that it already offers. That category would the forum 
which is in the best position to analyze “the tension between the interests 
at play” – that of the publisher and that of the injured party. The person 
who claims violation of personality rights would be able to bring action 
in a forum where the “centre of its interests” are located. The suggested 
“centre of gravity” is the spot where the reputation has the strongest inter-
est in being defended as well as the spot where the information expressed 
has an interest in being communicated. The protected interests are in con-
flict and the centre of gravity is meant to be the spot where the judge will 
be in the best position to resolve that conflict.

To determine the centre of gravity in the new suggested connect-
ing factor, the Advocate General introduces two elements. The first of 
these is the “centre of interests” relating to the personality rights holder. 
A centre of interests is the place where one’s reputation, professional or 
personal, is located. In this case, it is not enough that the victim is simply 
known in the country but that its life is connected with it in such a way 
that the person would be associated with it.

The second element is the nature of the information in question. 
This information needs to be relevant in the context of the forum in whi-

 17 Matthew Collins, The Law of Defamation and the Internet, Oxford University 
Press, Oxford 20103, 490.

 18 Paragraph 28 of the judgment.

 19 AG’s opinion, paragraph 53.
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ch the litigation is being brought. Put in other words, if information can 
produce particularly damaging effects in some states but not in others, 
it is precisely these sates which should have a specific interest in taking 
jurisdiction. This is different from possessing an intention to target a spe-
cific state as targeted information may actually not be relevant from the 
standpoint of a reader in a particular forum. Intention, the Advocate Ge-
neral argues,20 is deliberately left out from Article 7(2) of the Brussels I 
Regulation.

The importance of the second criterion lies in the fact that a pub-
lication may have grave implications in one state without having any in 
the others. In that sense, objective factors such as language of publication 
could be consulted. In light of the criteria analysed above, the Advocate 
General suggest the following answer to the first question:

In cases of violations of personality rights online, action can be 
brought a) before courts of the Member State where the publisher of the 
defamatory statements is established, which are competent to award dam-
ages for all the harm caused; b) before courts of each of the Member 
States where the information was published, which have jurisdiction to 
rule solely in respect of the harm caused in the State of the court seised; 
and c) before courts where the “centre of gravity” of the conflict between 
the goods and interests in play is situated, which are competent to award 
damages for all the harm caused.

It is not completely clear from the Advocate General’s analysis 
how big a gain could be expected from adding a further connecting factor 
to the ones already present in Shevill. It is not very likely that an action 
will be brought in a state other than one of the states in which the material 
was published/accessed. In that sense, the only advantage that an injured 
party might get is to sue for the complete sum in one of the states in 
which previously only the part relating to reputation in that state could be 
recovered. This is likely the state where the injured party has domicile or 
has a habitual residence. This solution, although an advantage to the in-
jured party, still presents courts with a considerable difficulty of assessing 
the damages in each of the states where publication had taken place.

The Court accepted the main thrust of the Advocate General’s ar-
gument. It ruled that the action can indeed be brought in the place of 
establishment of the content publisher for the complete damage. It further 
ruled that action can be brought “before the courts of each Member State 
in the territory of which content placed online is or has been accessible”. 
This argument is somewhat different than Advocate General’s proposal 
which talks about information “published”. This change is welcome as 
accessibility is a more easily established criterion. Finally, simplifying the 

 20 AG’s opinion, paragraph 62.
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Advocate General’s last proposal the “centre of gravity” became simply 
the “centre of interests”.

The argument given for introducing a new limb to the Shevill test 
was that the distribution criterion which works well in the traditional me-
dia. In the words of the Court:

“(…) the placing online of content on a website is to be distin-
guished from the regional distribution of media such as printed 
matter in that it is intended, in principle, to ensure the ubiquity of 
that content. That content may be consulted instantly by an unlim-
ited number of internet users throughout the world, irrespective of 
any intention on the part of the person who placed it in regard to 
its consultation beyond that person’s Member State of establish-
ment and outside of that person’s control”.

The Court also points out to the serious nature of the harm in question to 
which the subjects of personality rights violations are exposed.

Two observations can be given at this point. First, it is a positi-
ve development that the Court recognizes not only that the ubiquity of 
content distribution on the Internet needs new rules but that the Shevill 
approach may no longer be sufficient basis for an Article 7(2) action in 
cybertorts cases. Second, it is doubtful to what extent eDate and Martinez 
are just reinterpretations of Shevill as opposed to a complete redrawing 
of the board.21

3.2. Wintersteiger and Electronic Trademark Infringements

Wintersteiger22 was a reference concerning the use by search en-
gines of AdWords allegedly breaching the plaintiff’s trademark. Winter-
steiger is a producer of ski equipment based in Austria. Products 4U Son-
dermaschinenbau GmbH is also a ski producer, based in Germany who, 
among other things, produces accessories for Wintersteiger machines. The 
plaintiff did not authorize these accessories but they were nevertheless 
advertised as Wintersteiger accessories. In 2008, Products 4U reserved a 
Google.de AdWord “Wintersteiger” and a search on Wintersteiger regu-
larly produced results involving the original ski equipment maker but also 
the Products 4U in the advertisement section.

Wintersteiger sued Products 4U in Austrian courts, alleging trade-
mark infringement and claiming that Google.de is in German language 
and is regularly accessed in Austria. Products 4U claimed that Austri-

 21 Laurent Peche, “Conflits de juridictions et cyberdélits: “une adaptation” problé-
matique de la jurisprudence Shevill par la CJUE”, Revue Lamy droit de l’immatériel vol. 
78, 2012.

 22 C-523/10 Wintersteiger AG v Products 4U Sondermaschinenbau GmbH.
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an courts lacked jurisdiction and that the AdWord is exclusively for the 
German use. No targeting of Austrian market was taking place, it was 
claimed, since no AdWord had been booked for the Austrian site – the 
Google.at.

The question posed was:

“is the phrase ‘place where the harmful event occurred or may oc-
cur’ in [Article 7(2)] to be interpreted as meaning that:
1.1. jurisdiction is established only if the keyword is used on the 
search engine website the top-level domain of which is that of the 
State of the court seised;
1.2. jurisdiction is established only if the search engine website 
on which the keyword is used can be accessed in the State of the 
court seised;
1.3. jurisdiction is dependent on the satisfaction of other require-
ments additional to the accessibility of the website?”

The problem arises from difficulties in establishing the place where 
the harmful event occurred if the place where the site can be accessed can 
and often is different from the state where the site is registered. In this 
case, there is no doubt that the lawsuit ought to be brought at the place of 
infringement and that the legal basis for that is Article 7(2). The dispute 
lies only in determining where the place of infringement is located.

In relation to the place of the event giving rise to the damage, the 
Court said that the advertisement creation is the key factor and not the 
display of the advertisement itself. Referring to its own Google France23 
judgment, the Court said that “it is the advertiser choosing a keyword 
identical to the trade mark, and not the provider of the referencing servi-
ce, who uses it in the course of trade” that creates the event giving rise 
to the damage. The place of the location of the server cannot, due to its 
uncertainty and lack of predictability, be taken to be a determining factor. 
The place of the establishment of the advertiser, by contrast, is determi-
nable and easy to ascertain.

In relation to the place where the damage occurred, the Court made 
a distinction between cases involving personality rights infringements, 
such as eDate Advertising, and cases involving intellectual property ri-
ghts infringements, such as the one at present. The latter should not be 
subject to the criteria developed in the former. The Court then emphasi-
zed the territoriality of trademark and the importance of the place where 
trademark is registered. Courts of the state where the trade mark is regi-
stered are best able to assess whether an infringement had occurred or not 
and should, therefore, have jurisdiction. The final solution is therefore, 

 23 C-236/08 and 238/08 Google France and Google [2010] ECR I-0000.
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that an action for trademark infringement on the Internet can be brought 
either in the place where the advertiser is established or the place where 
the trademark is registered.

The Wintersteiger solution is puzzling. In Marinari,24 the Court 
said that the Brussels I Regulation did not intend to “link the rules on 
territorial jurisdiction with national provisions concerning the conditions 
under which non-contractual liability is incurred.” The main criterion in 
Brussels I Regulation is the close connection (or lack thereof) between 
the court seised and the dispute in question and not the applicable law 
and its effect. Although it is understandable that the Court is attempting to 
establish certainty in cases involving multi-state torts, it is doubtful that 
departure from its own criteria established in Marinari is the only way to 
achieve it.

3.3. Online Use of Databases

Football Dataco,25 case involved UK companies organizing foot-
ball matches and owning and operating a database relating to English 
and Scottish football matches. They claim sui generis right in a “Football 
Live” database which is a compilation of data about matches in progress. 
Sportradar GmbH is a German company providing sports statistics on-
line through a website called “Sport Live Data”. Betting companies from 
across the EU avail themselves of Sportradar’s services. Sportradar was 
alleged to have copied the data from “Football Live” and made it avail-
able to its customers in the UK. Football Dataco and Others brought 
proceedings against Sportradar in the UK, alleging violations of its sui 
generis right.

Although the question referred did not concern the interpretation of 
Article 7(2), the Court itself noted that the question of the localisation of 
the acts of sending “is liable to have an influence on the question of the 
jurisdiction of the referring court, with respect in particular to the action 
seeking to establish the principal liability of Sportradar in the dispute 
before that court.”

The Court said (paragraph 36) that “the mere fact that the web-
site containing the data in question is accessible in a particular national 
territory is not a sufficient basis for concluding that the operator of the 
website is performing an act of re-utilisation.” Instead, the Court looked 
for evidence of targeting. The Court said that the damage is located in 
the state where the member of the public re-utilizing the database is be-
ing targeted. The Court also rejected the server approach as being too 
uncertain since it is not only often difficult to localize the server but an 

 24 C-364/93 Marinari v Lloyd’s Bank [1995] ECR I-6511.

 25 C-173/11 Football Dataco Ltd. And Others ECLI:EU:C:2012:642.
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infringement may also involve multiple servers. The court instead made 
the link with the intended market which was, in this case, specifically 
targeted.26

It is important to understand what the Court is actually saying here. 
The place where the event occurred is at least the place where the com-
munication of database had taken place. Advocate General Villalón made 
pertinent observations concerning the Internet and localization of disputes 
for the purposes of determining jurisdiction or otherwise:

„In the context of the internet, the categories of ‘emission’ and 
‘reception’ become highly relative as criteria for determining the 
‘location’ of the points between which there is an act of communi-
cation. Categories based on concepts, such as time and space, the 
meaning of which becomes highly ambiguous in the world of virtu-
al reality, are rendered ineffective by the networked configuration 
of a global communication medium [...]“.

The observation is important as it emphasizes the dangers of fixing objec-
tive criteria for cases where such criteria may not exist.

3.4. Copyright Infringements27

The Pinckney case28 concerned an action in French courts by a 
French national against an Austrian company for violation of copyright. 
The songs which Mr Pinckney was the author of had been illegally 
pressed by KDG Mediatech onto a CD which had then been made avail-
able online. Pinckney was suing Mediatech for violation of copyright. 
The question posed was precise: does the person alleging an infringement 
have the option of brining action either in each state where the content is 
accessible or does there have to be an act of directing of that content to 
a specific territory. The referring court specifically asked if “some other 
clear connection factor” ought to be present for websites which engage in 
copyright infringement.

Advocate General (AG), in his opinion, made it abundantly clear 
that mere accessibility of content does not amount to jurisdiction and 
gave compelling reasons for his opinion:

 26 On the localisation of the “making available” see Jane Ginsburg, “Where does 
the ‘making available’ occur?”, Research Handbook on EU Internet Law (eds. Andrej 
Savin, Jan Tzaskowski), Edward Elgar, Cheltenham 2014, 196–199.

 27 See more on the place of infringement in IP disputes in: Arnaud Nuyts, “Suing 
at the Place of Infringement: The Application of Article 5(3) of Regulation 44/2001 to 
IP Matters and Internet Disputes”, International Litigation in Intellectual Property and 
Information Technology (ed. Arnaud Nuyts), Kluwer, 2008.

 28 C-170/12 Peter Pinckney v KDG Mediatech AG  ECLI:EU:C:2013:635.
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“I should make clear that to my mind the criterion of accessibility, 
according to which the potential harm is considered to arise in all 
the places from which the website in question can be consulted, 
should be rejected. Such a point of connection would encourage 
forum shopping, contrary to the case-law of the Court, which has 
consistently attempted to curb that risk in its interpretation of 
Regulation No 44/2001. I observe, moreover, that the criterion of 
the place where protection is sought, advanced by Mr Pinckney, 
would mean that the choice of court in which to bring proceedings 
would be as wide as if the criterion of accessibility were to ap-
ply, since copyright is automatically protected in the legal orders 
of all Member States. I am opposed to such a multiplication of 
courts with jurisdiction, for reasons to do with both the principle 
of territoriality and the objectives of foreseeability and the sound 
administration of justice pursued by that regulation”.

The Advocate General also rejected Mr Pinckney’s suggestion that the 
place of the centre of interests, introduced in eDate Advertising and Mar-
tinez cases, should by analogy be applied here. Center of interests, the 
AG argues, is more suitable for violations of personality rights cases, 
where a distortion of the normal operation of Article 2 is justified by vir-
tue of the fact that the dispute is more closely connected with the place 
where the plaintiff has his centre of interests than in the place where the 
defendant is domiciled. Special jurisdiction requires a close link between 
the court in Article 7 and the case, but applying eDate Avdertising reason-
ing would mean that such a connection exists where the public receives 
the infringing content.

The AG’s solution is to allow the person claiming infringement 
to bring proceedings in the place of establishment of the infringer – to 
recover for all damage suffered – or in the place where the infringing 
website aimed its activity for the damage suffered only in that territory. 
This solution is inspired by the reasoning in Football Dataco case where 
“public targeting” was taken to be an important element of determining 
jurisdiction in light of Article 7(2).

The Court did not follow the Advocate General’s opinion. It 
changed the formulation of the question referred, narrowing it down from 
what was a question about targeting to what is essentially a very narrow 
and specific question about distribution of media which are in a material 
form but which are sold electronically. Reemphasizing the narrowness 
of Article 7(2), the Court answered the reformulated question in the af-
firmative, saying that the court in Member State has jurisdiction against 
a “company established in another Member State and which has, in the 
latter State, reproduced that work on a material support which is subse-
quently sold by companies established in a third Member State through 
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an internet site also accessible with the jurisdiction of the court seised.” 
Such jurisdiction only covers the damages in the state in question.

Looking into the criterion of directing, the Court made an anal-
ogy with Article 17, which covers consumer contracts. That article has 
been interpreted in joined cases Peter Pammer and Hotel Alpenhoff,29 in 
light of website targeting and a non-exclusive list of criteria had been 
developed which would help interpret situations where a website directs 
its activities to consumers in other Member States. The Pinckney court 
specifically says that Article 7(2) does not require directing. The Court 
also rejects criteria of substantive law as being relevant:

“At the stage of examining the jurisdiction of a court to adjudicate 
on damage caused, the identification of the place where the harm-
ful event giving rise to that damage occurred for the purposes of 
[Article 7(2)] of the Regulation cannot depend on criteria which 
are specific to the examination of the substance and which do not 
appear in that provision. [Article 7(2)] lays down, as the sole con-
dition, that a harmful event has occurred or may occur”.

It is doubtful whether the Pinckney court really contributed any-
thing to the understanding of the operation of Article 7(2) in online cop-
yright infringement cases.30 The essential question – what connecting 
factor ought to be considered when infringing websites are accessible in 
multiple Member States – remains unanswered.

In Hi Hotel,31 the Court considered cases where there are several 
violators of copyright, all located in different Member States. The case 
involved a photographer who was contracted to take pictures of a hotel 
interior. The pictures were, contrary to the agreement, passed by Hi Hotel 
(based in France) on to a publishing company in Germany where they 
were used in a book on interior decoration. The photographer brought ac-
tion in Germany alleging that the harmful event occurred there, although 
the hotel which had violated his rights had its establishment in France. 
The Court said that “where there are several supposed perpetrators of 
damage allegedly caused to rights of copyright protected in the Member 
State of the court seised, [Article 7(2)] does not allow jurisdiction to be 
established, on the basis of the causal event of the damage, of a court 
within whose jurisdiction the supposed perpetrator who is being sued did 
not act...”. This means that German courts cannot have jurisdiction by 
virtue of Article 7(2) if the violation in Germany is only a causal event 

 29 C-585/08 and C-144/09 Pammer and Hotel Alpenhoff [2010] ECR I-12527.

 30 See Sandrine Brachotte, Arnaud Nuyts, “Jurisdiction Over Cyber Torts Under 
the Brussels I Regulation”, Research Handbook on EU Internet Law (eds. Andrej Savin, 
Jan Trzaskowski), Edward Elgar, Cheltenham 2014, 243–251.

 31 C-387/12 Hi Hotel HCF SARL v Uwe Spoering ECLI:EU:C:2014:215.
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of a damage which actually took place elsewhere. However, the Court 
said that [Article 7(2)] “does allow the jurisdiction of that court to be 
established on the basis of the place where the alleged damage occurs, 
provided that the damage may occur within the jurisdiction of the court 
seised”. If latter, the court can only decide on the damage in that state.

It is not clear how useful Hi Hotel really is in complex Internet 
cases involving infringing content put on the website through one or more 
intermediaries. It seems that the Court’s intention is to avoid lawsuits in 
states where the non-domiciled co-infringer had neither acted nor where 
real damage exists but to allow them in states where there is real damage 
even where the infringer had not acted in them.

In Coty Prestige,32 a case involving a Community trade mark in-
fringement, a German perfume distributor who obtained the allegedly in-
fringing goods from a Belgian wholesaler was sued by the German rights 
holder in Germany. The Court confirmed that Article 7(2) does not al-
low action to be pursued in states where the alleged perpetrator did not 
himself act but does allow jurisdiction on the basis of the occurrence of 
damage.

In Pez Hejduk,33 Ms Hejduk, a professional architecture photog-
rapher, made photos of an Austrian architect’s work. These were sub-
sequently made available for downloading by EnergieAgentur without 
Ms Hejduk’s agreement. Ms Hedjuk, relying on Article 7(2), sought to 
recover damages in an Austrian court, claiming that courts in Austria had 
jurisdiction based on the fact that harmful event had, among others, also 
taken place in Austria where photographs could be downloaded. Ener-
gieAgentur claimed that it did not specifically target Austria. The ques-
tion referred was, in cases where rights were infringed by a website (En-
ergieAgentur) whose top-level domain is not that of the country where 
the proprietor of the right is domiciled (Austria), does jurisdiction exists 
only in places where the alleged infringer is established or also in courts 
where the content is directed.

Advocate General Villalón, in its opinion, thought that automatic 
application of Pinckney, would not be practicable. Villalón noticed that 
Pinckney had been interpreted as a territorial case, even though the me-
dium used had been the Internet. In the present case, the damage is delo-
calized precisely by virtue of Internet distribution. Here “it is not possible 
to apply the criterion of the place where the damage occurred” as “an 
applicant in a case like the present one will not be able to produce verifi-
able material which precisely delimits only the damage sustained in the 
Member State where proceedings have been brought.” The AG suggests, 

 32 C-360/12 Coty Germany GmbH, formerly Coty Prestige Lancaster Group 
GmbH, v First Note Perfumes NV ECLI:EU:C:2014:1318.

 33 C-441/13 Pez Hejduk v EnergieAgentur.NRW GmbH ECLI:EU:C:2015:28.
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therefore, that the only just solution would be to limit the operation of 
Article 7(2) to states where the event giving rise to the damage had oc-
curred, completely eliminating the harmful effect which cannot be deter-
mined accurately.

The Court did not follow the Advocate General. Emphasizing that 
Article 7(2) must be interpreted strictly, the Court pointed out that the 
causal event giving rise to the damage does not matter in this case. That 
place, the Court said, can only be the place where EnergieAgentur had 
it place of business because that is where the technical act of posting 
the photographs took place. On the other hand, the Court reiterated its 
Pinckney position in that the likelihood of damage in a state is subject 
to the condition that the rights are protected. Noting that the allegedly 
infringing website’s domain is .de (for Germany), the Court reemphasized 
the irrelevance of directing towards Austria. Instead, it said that “the oc-
currence of damage and/or the likelihood of its occurrence arise from the 
accessibility in the Member State of the referring court, via the website 
of EnergieAgentur, of the photographs to which the rights relied on by 
Ms Hejduk pertain”. In other words, whatever the targeting intentions 
of EnergieAgentur, the fact that the rights are protected in Austria and 
that the infringing act causes damage in Austria, activate the operation of 
Article 7(2).

3.5. Cornelia Buschmann and absent defendants in Internet defamation

A separate reference was brought on, among other issues, the im-
pact of Article 7(2) involving a defendant whose whereabouts were un-
known. In Cornelia Buschmann,34 the plaintiff, a German national, had 
her nude pictures posted on a website whose owner’s address was un-
known. The address in the Netherlands which the defendant provided on 
the website proved to be a false one and it was not possible to use it for 
delivery of the service of process. A public notice service was instead is-
sued and proceedings initiated in Germany.

The Court was asked if an action may also be brought for an in-
junction, for information and for compensation for pain and suffering 
against the operator of the website as the defendant irrespective of where 
it was established (in or outside the Union territory), in the courts of 
any Member State in which the website may be accessed. In the alterna-
tive, the German referring court is asking whether a special connection 
between the contested content of the website and the State of the court 
seised (domestic connecting factor) which goes beyond technically pos-
sible accessibility was necessary and, if yes, what the nature of such 
connection is.

 34 C-292/10 G v Cornelius de Visser ECLI:EU:C:2012:142.
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The difference from the eDate advertising case is that the defend-
ant in this case just possibly, although not likely, could be found outside 
the European Union. This would, in normal circumstances, prevent the 
application of Brussels I Regulation35 although the application is claimed 
here on the basis of presumed domicile.

The first question is, essentially, whether Article 6(2) precludes an 
action against a defendant who is probably an EU citizen but whose dom-
icile is unknown. The Court took the view that the words “not domiciled” 
in Article 6(1) can only be applied to situations where the national court 
seised holds firm evidence that the defendant is actually not domiciled in 
the EU. In all other cases, legal certainty – a core value in the Regulation 
– requires that its rules be applied as usual. This includes the application 
of Article 7(2), where conditions for the application of that article are 
otherwise met. In addition to this, the Court stated that issuing a default 
judgment against a defendant who cannot be located is not against the 
principles of the Regulation.

A separate question asked whether Article 3 of the E-Commerce 
Directive36, which demands application of the home country to cross-
border electronic services, and which may or may not have choice-of-
law character, applies to this case. In other words, does this article also 
applies where the information society service provider is unknown. The 
Court answered simply that, since Article 3 requires the identification of 
an information society service provider, where that identification cannot 
be made the Article cannot apply.

The decision in this case is important for the interpretation of the 
application of Article 7(2) to situations in which defendant websites with-
out clear domicile in the Union cause torts within the Union. Since de-
signing and operating a website is no longer complicated and is acces-
sible to many, such cases can be expected to be on the rise.

4. CONCLUDING REMARKS

Two general conclusions can be derived from the Court’s recent 
case law on Internet torts.

First, Article 7(2) had survived, almost unchanged, since the days 
of the 1968 Brussels Convention. That is a period stretching almost half 
a century – a sign of remarkable vitality and neutrality. There is no doubt 

 35 See Article 4.

 36 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 
2000 on certain legal aspects of information society services, in particular electronic co-
mmerce, in the Internal Market, OJ, L 178, 17.7.2000.
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that this has been possible only because the Court’s ability to hit the right 
spot with its Bier judgment and increase the ambit of the original article.

Second, there has been a slow but steady stream of multistate torts 
cases which have enabled the Court to address the most typical cyber-
torts. These fall in two categories:

– Violations of personality rights, where special jurisdiction exists 
as per eDate Advertising and Martinez cases, where Shevill had 
been applied in a modified way and where a new forum at the 
centre of the victim’s interests had been created.

– Violations of intellectual property cases including violations of 
copyright and trademark infringements, where special jurisdicti-
on was applied in line with territorial limitations which IP cases 
require.

The cases hitherto dealt with throw some light on how Article 7(2) 
criterion can be used in cases involving Internet torts. However, in spite 
of them, serious questions remain open. First, the two groups of cases 
remain isolated to their own facts. While eDate Advertising and Martinez 
may be of a more general impact, at least in their own category, Pinckney 
had deliberately been limited to its own facts. The same is true of Win-
tersteiger.

This reflects the Court’s realization that distribution of content on 
the Internet does not lend itself to a simplified approach which would 
equate damage with the simple fact of accessing content. The doubts that 
arise from the mere “accessibility” as opposed to “targeting”, “distribu-
tion”, “commercialization”, “advertising” and other similar concepts are 
all too obvious to the present Court and its refusal to simplify things is 
not necessarily a weakness but rather the realization of the complexities 
involved.

In sum, the picture that emerges of Article 7(2), at least in terms of 
the place where the damage is sustained, is not coherent but is not desper-
ate either. More damaging would be an approach which would attempt to 
shoehorn the diversity that is the Internet to one principle governing ju-
risdiction. At the same time, the place where the harmful event occurred 
had never occupied the Court’s interest to the same extent and has never 
been problematic in the same way.

The years to come will bring more cases and with them more clar-
ity in areas already dealt with and in the new ones. An ideal solution, at 
least in this author’s mind, is the creation of coherent lines of cases for 
each of the potentially relevant areas. That would retain the flexibility but 
would keep the overall aim of the Regulation and the operation of general 
and special jurisdiction in cybertorts.


